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General Position Information

Job Title: 29586 — Strategic Assessment Officer - GS-14

Salary Range: $114,590 - $148,967 (not applicable fordetailees)
Vacancy Open Period: 02/7/2019 —02/22/2019

Position Type: Cadre,Detailee

Who May Apply: Internal and External Candidates, Detailees
Division: CTIIC/TOS

Duty Location: Bethesda, MD

Security Clearance: TS/SCl with Cl Polygraph

Travel Required: 0-25% Travel

Relocation Expenses: For new ODNIemployees, reimbursement forrelocation is discretionary based on availability of
funds.

Job Interview Travel: Candidates from outsidethe Washington, D.C., areamay be selected foratelephone,
teleconference, orin-personinterview. If selected foranin-personinterview, any travel orlodging will be at the
applicant’s personal expense.

Position Information
Thisis an opportunity for:
e Aninternal orexternal candidatetofill a GS-14 cadre position.

e A Federal Governmentemployee toserve onatwo-yearreimbursable detail assignmentinthe ODNI. The detail
assignment may be extended an additionalyearif all parties agree.

Who May Apply
Current GS employees at the same grade as the advertised position grade may apply.

Formermembers of the Peace Corps may be considered for ODNIemployment only if five full years have elapsed since
separation fromthe Peace Corps.

e Foracadre assignment:
o Current ODNI permanentcadre.

o Current ODNI Staff Reserve Employees. (A staff reserve employee who currently occupies this position
may notapply.)

o Candidatesoutsidethe Federal Government.
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e Foradetailee assignment:

o Current Federal Government employees. (Current GS employees at the same grade as the advertised
position grade may apply.)

Salary Determination

e The ODNI usesa rank-in-person systemin which rankis attached to the individual. A selected ODNI candidate or
other Federal Government candidate will be assigned to the position atthe employee's current GS grade and
salary.

e Foraselected non-Federal Government candidate, salary will be established within the salary range listed above,
based on education and experience.

e AcurrentFederal Government employee, selected foradetail, will be assigned to the position at hisorher
currentgrade and salary.

Component Mission

The Director of National Intelligence (DNI) serves as the head of the Intelligence Community (IC). The DNl also acts as the
principal advisorto the President, the National Security Counciland the Homeland Security Council for Intelligence
matters related to the national security; and oversees and directs the implementation of the National Intelligence
Program.The DNIleadsintelligence integration and forges an intelligence community that delivers the mostinsightful
intelligence possible. The CyberThreatIntelligence Integration Center (CTIIC) builds understanding of foreign cyber
threats to US national interests toinform decision-making by federal cyber centers, departments and agencies, and
policymakers. CTIICworks with its partners tointegrate threatintelligence and related information from the network
defense, intelligence, and law enforcement communities; facilitateinformation-sharing; lead community analysis of cyber
threat; and supportinteragency planning to develop whole-of-government approaches against cyber adversaries.

Major Duties and Responsibilities (MDRs)

If you like working with people across agencies to make progress against complex problems, then considerjoiningasmall,
agile teamthatis tryingto evolve how we respond to the most complex and ambiguous cyberthreats from ourtop
adversaries. Experience with cyberissuesis of course welcomebut not a requirement. This joint duty positionisan
excellentopportunity for an officer with background in regional or functional national security to gain expertise with the
cyberthreat mission and customerset. CTIICis committed to developing our joint duty workforce through trainingand
otheropportunities, and seeks personnel who can contribute related expertise to our mission. By developingclose,
collaborative relationships with stakeholders across the United States (U.S.) Government, contributing to policy meetings
chaired by the National Security Council, and developing a broad understanding of the authorities and capabilities that
interagency stakeholders can leverage, the successful candidate willadvance the core CTIIC/Threat Opportunities Section
mission: supporting and facilitating interagency campaign planning efforts to counterforeign cyberthreats using all
instruments of national power. CTIIC’'s Threat Opportunities Section finds innovative solutions for providing senior
policymakers the information they need to make decisions on complexnational security issues, promotes more efficient
interagency coordination processes, and identifies new methodologies for evaluating the impact of U.S. Government
actions. This position focuses on evaluating the impact of U.S. Government responses toforeign cyberthreats, toinform
and optimize future planning and decision-making. The foreign cyberthreatis a high-profile policy issue drawing
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substantial attention among USG executive and legislative seniors; foreign liaison; and the private sector. As such, this
account offers excellent opportunities for supporting senior policy and operational customers, and for developing a
strong portfolio as a multidisciplinary, full-performance officer with identifiable impact on national security. The
successful applicant can expectto be on the forefront of innovation in developing U.S. Government responses to foreign
cyberthreats. Major Duties And Responsibilities The successful candidate will lead efforts to evaluate U.S. Government
progress toward achieving national-level strategic objectives for countering and mitigating foreign cyber threats. The
candidate will develop and produce arange of strategicimpactassessmentstoinform cyberresponse policy decisions,
for which the officer will:

¢ Ensure observable, measurable, and diagnosticmeasures of performance and measures of effectiveness are
incorporatedintointeragency plans.

¢ Facilitate structured, rigorous interagency review of progress toward plan objectivesinamannerthatis repeatable,
transparent, and methodologically sound.

¢ |Identify gapsand impediments that are negatively impacting successful planimplementation efforts and develop
solid and well-researched recommendations for policies/procedures designed to reduce these gaps.

¢ Identify emerging strategicissues and trends to highlight, evaluatethemin the context of current U.S. Government
plans, and make recommendations for changes and additions.

¢ Develop and conduct assessments of the overall impact of national -level plans and other priorities.

¢ Plan, prepare, and present briefings, reports, and presentations to Office of the Director of National Intelligence
(ODNI) leadership, senior policymakers, National Security Staff, and other U.S. Government consumersinamanner
that meetstheirspecified requirements and accounts foradversary threats, U.S. Governmentactions, and broader
geopolitical considerations.

Mandatory and Educational Requirements

e Demonstrated knowledge & experience with planning processes, criticalanalysis, consensus building, as well as
the application and integration of all instruments of national powerin protectingthe U.S. and itsinterests
abroad.

e Extensive knowledge & experience with the mission, charter, roles and responsibilities of the ICand the
interrelationships of its customers and stakeholders.

e Demonstratedinterpersonal, organizational, and problem-solving skills, including a demonstrated ability to work
effectively bothindependentlyandinateam or collaborative environment.

e Demonstrated ability to communicate complex information clearly, concisely, and ina mannerthat is targeted to
and meetsthe needs of diverseaudiences, toinclude senior-level policymakers.

e Demonstrated ability to apply analytic, quantitative, and qualitative techniques to analyze, evaluate, and
recommend appropriate alternativesto complexissues.

e Demonstrated ability to develop consensus recommendations and to solicitinputfrom colleagues and peers;
proven ability to remain open-minded and change opinions on the basis of new information and requirements.
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e Extensive knowledge of the methods used to evaluate organizational performance against strategicobjectives.

e Demonstrated ability to assess complex programmaticissues and apply diagnostics to assess risks and implement
innovative solutions related to sensitiveissues.

e Demonstrated ability to think strategically, identifies needs and requirements, and develops recommendations.
Demonstrated ability to develop and implement strategicplans, policies, and instructions.

e Demonstrated ability to identify emerging trends and strategicissues and incorporate thesein developing
strategicplansforthe organization.

e Demonstrated ability to conceptualize, organize, and draw inferences fromincompletedataand presenta
compelling analysis of findings and issues; demonstrated ability to identify, articulate, document, and mitigate
knowledge gaps oralternatives approaches.

e Extensive ability to observe, measure, and evaluate outcomes against goals and objectives and direct the
development and implementation of solutions and/or organizational changes. Experience: At least 3 years
experienceinthelC.

Desired Requirements

None.

Key Requirements and How To Apply
Internal ODNI Candidates:

A complete application package mustinclude:

a. RESUME: Applicants are encouraged to carefully review the vacancy announcement, particularly the MDRs, and
construct theirresume to highlight their most significant experience and qualifications relevant to this job
opportunity.

b. PERFORMANCE EVALUATIONS: Applicants are required to provide theirtwo mostrecent performance
evaluations. Ajustificationis required inthe coverletterif the applicantisunableto provide the two most recent
evaluations.

c. VACANCY NUMBER: Reference the vacancy numberinthe subject line of the email and on each document
submitted.

d. COVERLETTER: Applicants mustsubmitacoverletterasa supplementtothe resume toelaborate ontheir
qualifications and previous work performed.

WHERE TO SUBMIT: Applications should be sentto either DNI-MSD-HR-RR-Team_D_WMA@dni.ic.gov (classified email
system) or Recruitment_TeamD@dni.gov (unclassified email system). Applicants submitting via JWICS are requested to
submittheir materials to both cirkmon@dni.ic.gov (Monica J.) and aclaale @dni.ic.gov (Alex A.) inlieu of the group
addressabove. All attachments should be in Microsoft Word or Adobe PDF format.
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Applications submitted through the classified email system should NOT contain classified information above the
TS//SI/TK//NOFORN level.

External Candidates:
Key Requirements:

e U.S. Citizenship.
e Successful completion of Cl polygraph and background investigation.
e Successful completion of a ODNI medical screening.

e Atwo-yeartrial periodisrequiredforall new permanent appointmentstothe ODNI.

A complete application must include:

a. RESUME: Applicants are encouraged to carefully review the vacancy announcement, particularly the MDRs, and
construct theirresume to highlight their most significant experience and qualifications relevant to this job
opportunity.

b. PERFORMANCE EVALUATIONS: Applicants are required to provide theirtwo most recent performance
evaluations. Ajustificationisrequiredif the applicantis unable to provide the two most recent evaluations.

c. VACANCY NUMBER: Reference the vacancy numberin the subjectline of the emailand on each document
submitted.

d. COVER LETTER: Applicants mustsubmitacoverletterasa supplementtothe resume toelaborate ontheir

qualifications and previous work performed.

e.SF-50: Currentor former Federal Government employees must provide an SF-50, “Notification of Personnel
Action” to verify current federal status, position, title, grade, and organization of record.

WHERE TO SUBMIT: Applications should be sentto either DNI-MSD-HR-RR-Team_D_WMA®@dni.ic.gov (classified email
system) or Recruitment_TeamD@dni.gov (unclassified email system). Applicants submitting via JWICS are requested to
submittheir materialsto both cirkmon@dni.ic.gov (Monica J.) and aclaale @dni.ic.gov (Alex A.) inlieu of the group
address above. All attachments should be in Microsoft Word or Adobe PDF format.

Applications submitted through the classified email system should NOT contain classified information above the
TS//SI/TK//NOFORN level.

Current Federal Employees Applying fora Detail Assignment:

Applicants from federal agencies within the Intelligence Community (IC) may be considered for this position asa
reimbursable detailee, if endorsed by the employing agency. Applicants must have current TS/SCl clearances with
polygraph orhave the ability to obtain one. The ODNI does not conduct polygraphs or provide security clearances for
detailees. Applicants from within the IC must submit an application through the classified ICJoint Duty Program
website.

Applicants from federal agencies outside the IC must provide:
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a. WRITTEN ENDORSEMENT from the employingagency concurring with the detail.

b. RESUME: Applicants are encouraged to carefully review the vacancy announcement, particularly the MDRs, and
construct theirresume to highlight their most significant experience and qualifications relevant to this job
opportunity.

c. PERFORMANCE EVALUATIONS: Applicants are required to provide theirtwo most recent performance
evaluations. Ajustificationis required inthe coverletterif the applicantis unableto provide the two most recent
evaluations.

d. VACANCY NUMBER: Reference the vacancy numberin the subjectline of the email and on each document
submitted.

e. CURRENT SF-50: Federal Government employees must provide an SF-50, “Notification of Personnel Action” to
verify current federal status, position, title, grade, and organization of record. Please disregard if you are nota
Federal Governmentemployee.

f. COVER LETTER: Applicants mustsubmitacoverletterasa supplementtothe resume to elaborate on their
qualifications and previous work performed.

WHERE TO SUBMIT: Applications should be sentto either DNI-MSD-HR-RR-Team_D_WMA@dni.ic.gov (classified email
system) or Recruitment_TeamD@dni.gov (unclassified email system). Applicants submitting viaJWICS are requested to
submit their materialsto both clrkmon@dni.ic.gov (Monica J.) and aclaale @dni.ic.gov (Alex A.) inlieu of the group
address above. All attachments should be in Microsoft Word or Adobe PDF format.

Applications submitted through the classified email system should NOT contain classified information above the
TS//SI/TK//NOFORN level.

All Applicants:

APPLICATION PACKAGES MUST CONTAIN ALL ITEMS LISTED ABOVE. AN INCOMPLETE APPLICATION PACKAGE WILL BE
INELIGIBLE FOR CONSIDERATION.

Your application MUST be received by midnight onthe closing date of thisannouncement. Applications received after the
closing date will NOTbe eligible for consideration.

To verify receipt of yourapplication package ONLY, you may call 703-275-3663 .
What To Expect Next

The most highly qualified candidates will be referred to the hiring manager for further consideration and possible
interview. We expect to make aselection within 30days of the closing date of thisannouncement. Due to the large
number of applications received, applicants willbe contacted ONLY if they have been selected foraninterview.

Agency Contact Information

ODNI Recruitment; Phone: 703-275-3663 ; Email: Recruitment_TeamD@dni.gov
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Other Information

e The ODNI offersabroad array of benefits programs and family friendly flexibilities for ODNI cadre.

e Federal Employees Health Benefits Program: http://www.opm.gov/insure/health/index.asp

e LifeInsurance: http://www.opm.gov/insure/life/index.asp

e Long-Term Care Insurance: http://www.ltcfeds.com

e Federal Employees Retirement SYSTEM (FERS) (new employees automatically covered):
http://www.opm.gov/retire/index.asp If you are transferring from anotheragency and covered by the Civil
Service Retirement System (CSRS), you may continue in that system.

e Annual andSick Leave: http://www.opm.gov/oca/leave/index.asp

e Flexible Spending Accounts for Health Care and Dependent Care: http://www fsafeds.com/fsafeds/index.asp

e PaidFederal Holidays

e Alternative Work Schedules

The ODNI isan equal opportunity employerand abides by ap plicable employment laws and regulations.

REASONABLE ACCOMMODATIONS FOR PERSONS WITH DISABILITIES: The ODNI provides reasonable accommodations to
otherwise qualified applicants with disabilities. IFYOU NEED A REASONABLE ACCOMMODATION for any part of the
applicationand hiring process, please notify the Intelligence Community Equal Employment Opportunity and Diversity
Office Representative by classified email at DNI_COO_TM_EEOD RA WMA®@cia.ic.gov, by unclassified emailat DNI-
EEOD_WMA@cia.ic.gov, by telephoneat 301-243-0704 or by FAX at 301-243-1200. Your requestforreasonable
accommodation will be addressed on a case-by-case basis. PLEASEDO NOT SUBMIT YOUR APPLICATION TO THE EEOD
EMAIL ADDRESS. THIS EMAIL IS FOR REASONABLE ACCOMMODATION REQUESTS ONLY. PLEASE SUBMIT YOUR
APPLICATION VIA THE EMAIL ADDRESS PROVIDED IN THE ‘HOW TO APPLY’ SECTION ABOVE.




