


' CRSK 1304, Lesson 1, Overview of FAA702 Authority

All withheld information exempt under (b)}(1) and (b}(3) unless otherwise noted. Approved for Public Release

TorsecrerisH NG

(U) CRSK1304, Lesson 1: Overview of FAA702
Authority

Glossary | Resources

(U} Introduction

(U/HEOHO) Welcome to CRSK 1304, FA4702 Practical Application. Like other courses in the Smart
Targeting curriculum, this course focuses on tools and techniques that targeting analysts use on the
Jjob—particularly those used when targeting under FISA Amendment Act (FAA) 702 (check the Glossary in
the Resources for all bolded terms).

(U/ABY0) By the end of this lesson, you should be able to:

¢ Identify key features of FAA702

# Describe how using FAA702 can improve targeting

» List the general mission areas eligible for FAA702 targeting

o List the- FAAT02 Certifications and their respective mission descriptions
o Identify your oversight responsibility

» [dentify cases where using FAA702 authority is not appropriate

(U) Let's jump right in with a definition of FAA702 targeting.
(U) FAA702 Overview

(U/HSHO) As you learned in OVSC1203, FAA702 provides NSA/CSS with the means to compel U.S.
electronic communications service providers to assist in acquiring foreign intefligence information from
communications. Three requirements form the foundation of that authority:

e The target isn't a U.S. Person

» The target is reasonably believed to be located outside the U.S.

¢ The target possesses, OR is likely to receive, OR is likely to communicate foreign intelligence
information regarding an approved target set

EESHSHAE) FAAT702 doesn't limit the types of targets (that can be acquired) to persons who are themselves
foreign powers or agents of a foreign power. We also target people who possess, OR are likely to receive,
foreign intelligence information about a foreign power.

{U) Target Criteria

~ (U//FOUO) Let's examine who can be targeted using FAA702 authorities. FAA702 allows the Attorney
General (AG) and the Office of the Director of National Intelligence (ODNI) to approve Certifications
authorizing SIGINT collection against specified groups of non-U.S. Persons located outside the U.S.
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The third part of the TAR is to identify the foreign intelligence purpose that

connects this User with the Certification. Choose the correct foreign intelligence purpose

The fourth part of the TAR is to identify the foreign intelligence expected to
be gained by targeting this selector. Choose the correct foreign intelligence below.

‘-
.
.
.

Correct Answer for TAR Statement Exercise #1 — TAR:

[= T T -]

(UHFBUO) TAR Statement Exercise #2

Scenario:

(U/A=0E0) For the TR, identify the correct FAA702 TAR Statement for the given situation.

a o O o

._
.

(U/HOHO) Feedback:

(U/AFFOBO) Correct Answer for TAR Statement Exercise #2 ——
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(U/HFOE0) TAR Statement Exercise #3

Scenario:

(BHFOTE0O) At the beginning of any TAR Statement you should identify the Target. Choose the correct
identity for the user you want to include in this TAR:

ae gp

(U/E6B0) Feedback:

(U/AFOUO) Identify the connection between the User and the foreign intelligence purpose in a simple,
concrete statement.

& o T @

(U/F0H0) Feedback:

(S#S-H_ The third part of the TAR identifies the foreign intelligence purpose that
connects this User with the Certification.

e op

SHSY, Feedback:

) The fourth part of the TAR is to ldentlfy the foreign mtelhgence expected
‘to be gained by targeting this selector. Choose the correct foreign intelligence below.

R a. R e e e me e
T B P YT T LT e P
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d.

Feedback:

) Correct Answer for TAR Statement Exercise #3 — T4R:

et's walk through this TAR step-by-step.

(-S#_ At the beginning of any TAR Statement you should identify the Target.
Choose the correct identity for the user that you want to include in this TAR:

(U/A0U0) Feedback:

oo oo

(U/AF6B0) Identify the connection between the User and the foreign intelligence purpose in a simple,
concrete statement,

a.
b.
C.

(U/EOHO) Feedback:

GS#_ The third part of the TAR connects this user with the Certification. Choose
the correct foreign intelligence purpose

-Feedback:
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(S#_ The fourth part of the TAR is to identify the foreign intelligence expected to

be gained by targeting this selector. Choose the correct foreign intelligence below.

eogp

Feedback:

Correct Answer for TAR Statement Exercise #4 — TAR: _

(U/AEOUO) TAR Statement Exercise #5

Let's
walk through this TAR step-by-step.

(U/FOE0) At the beginning of any TAR Statement you should identify the Target. Choose the correct
identity for the person that you want to include in this TAR:

a.
b.
C.

O Feeabacr I

(U/A-O%H0) Identify the connection between the User and the foreign intelligence purpose in a simple,
concrete statement.

a.

c.

(U//£BH0O) Feedback:

(S#_ The third part of the TAR connects this User with the Certification. Choose

e --——t-he-correctfforeignfintelligencefpurpose—.
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(U/H6HO) Feedback:

(U} Lesson Summary

(_ You should now be able to:

¢ Identify the review process for an FAA702 TR
¢ Describe TAR Statements
¢ Given target information, write a TAR Statement

(U/E0H0) Thank you for taking this lesson. As your knowledge of TAR Statements improves, FAA702 TRs
should become easier to employ. You may close this window and select the next lesson to proceed.

+or-secretisH N
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crucial that the Foreign Factor matches the foreignness evidence presented in the next section as reasonable

belief that your target is located outside the U.S. Here are the Foreign Factor options:

{(U) FAA702 Standard of Evidence

(UHESYO) You must have a reasonable belief that your target is a non-U.S. Person located outside the U.S.
to use FAA702. In OVSC1203, you learned this is based on the fotality of circumstances. Now you're ready
to document your foreignness belief; the people in your PL or your Adjudicator can help you identify the
level of documentation required for specific FAA702 TRs.

(U//EeH0) ome information is necessary to
establish foreignness. Use the most current information available to support your documentation. If no
information can be found to support a reasonable belief that the target is located outside the U.S., then you
can't use the FAA702 authority.

{U) Documentation

('S#S—[-!-Once you've done your due diligence on establishing a reasonable belief of foreignness,
documenting that belief can be as simple as .

(S#S-I- However, documentation might need to be more detailed, depending on your available
evidence. Let’s consider some of the Foreign Factors identified for FAA702 targeting, and think about how
you would use those Foreign Factors to document foreignness.

(U//EOH8) Once you've established that your target is reasonably believed to be located outside the
U.s.
target is a non-U.S. Person. To read more Foreign Factor examples, type go 702faa in your browser.

the

(U) The Foreignness Source and Explanation

(UH#FOHO) The Foreignness Source ID(s) is always paired with a Foreignness Explanation, and these are
= = := mandatory text=entry fields. " Westrongly encourageyou to provide the most-current, most accurate -
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Feedback:

2. (U/F0B0) WHAT is the source(s) that you're relying upon for a reasonable belief of foreignness?
Select one answer.

ae o p

Uizue) Feethaci: I

3. (U/A0H0) WHERE was the target identified to be located?

a.

C.

(U/HS50) Feedback:

4. (U//F060) WHEN was the target identified to be located outside the U.S.? The target was believed
to be located outside of the U.S. on

c.

W zoue) Fecdinck: I

(U/ESH0) Remember that foreignness is more easily determined for_, so those TRs

can be easier.

(U) Foreignness Explanation Exercisc #6

(U) Let's try this exercise one more time:
FOREIGN FACTOR:
FOREIGN SOURCE ID: (&
FOREIGNNESS EXPLANATION: #

1. (S_What's the selector being requested in this TR (WHO)?
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(UHEOUO) Feedback:

50f7
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(U/RBH0O) Check go 702faa> Foreign Factors>Post-roaming Examples for more general post-roaming
situations.

(U) Knowledge Check

(U) Now we'll check your knowledge on this lesson.

1. (81- If a selector is detargeted as a result of roaming, which of the following items would be
sufficient for retargeting? Note that the sources for retargeting must all be dated after the user was
expected to leave the protected territory. Select all that apply.

a.
b.
c.

Feedback;

2. (S». In the course of reviewing your collection, what reasons would require you to immediately
detarget the user's selector? Select all that apply.

€S, Feedback:

3. (U/AQU0) How often should you review your selectors and traffic?

a.
b.
c.
d.
84

4. (; You want to target

What should you do?
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o Describe what's expected under OTR

Identify the intervals at which you're required to review FAA702 collection
Determine, given a scenario, whether to detarget a selector
Determine, given a scenario, when to retarget a selector after detargeting

(U) Done with this lesson! You may close this window and select the next lesson to proceed.

-sectetrssi [
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(U//FBHO) It's important to know the various types of FAA702 incidents. Review the status-related and

location-related incident types below. This isn't an all-inclusive list, but the majority of FAA702 incidents
relate to the target's status or location. Improper minimization, dissemination, handling, or-can
also cause reportable incidents, but they're beyond the scope of this course.

&SA-) Status:

¢ Inadvertent targeting of a U.S. Person
o Mistaken nationality of a target
&)
o Selector not used by intended target
o Analyst error (e.g., typos, targeting under the wrong Certification)
¢ Querying unminimized, unevaluated databases using unauthorized U.S. Person selectors (for more info
on authorized queries, contact SY/OGC)

(Svl/- Location:

o Active target entering a protected territory
* Discovery that an active target is located in a protected territory

{U) Location-related Incidents

(S-Most FAA702 location-related incidents occur when a target's communications are collected while
he or she is found to be in a territory protected under U.S. law or DO policy. Sometimes your analysis may
reveal a target's intended movements so that you can prevent an incident by detargeting selectors before the
target enters the U.S.

(U) Status-related [ncidents

(S#.FAA?O?. status-related incidents occur when you discover that your targeted selector is being used
by a U.S. Person—even if no collection was obtained. Under FAA702, targeting a U.S. Person is an incident
even when it's unintentional, but if you collect communications that are incidentally TO, FROM, or ABOUT
a U.S. Person while targeting any authorized target, that's generally not an incident.

(U) Avoiding Incidents Whenever Possible

(U/A6HO) You should analyze traffic daily (or as often as possible) to prevent an incident. This not only
satisfies your OTR, but helps maintain a reasonable belief that your target is stil! a non-U.S. Person located
outside the U.S. You must have that belief before you submit a TR, and maintain it while the selector remains
targeted.

(U/F00) Through analysis, you may detect signs of things that would make targeting noncompliant,
before they happen. Pay attention to these signs even if they're not for your selector(s); you play a valuable
- —teamroleaswell———M ————— — e - —————— .

(U) You as a Team Member

~ - (U/HeHO)Regardless of who discovers the incident; it's-important for the matterte be quicklyand- - = = -
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